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What is e-safety? 
E-safety is often defined as the safe and responsible use of technology. This includes the use of 
the internet and also other means of communication using electronic media (e.g. text messages, 
gaming devices, email etc.) It highlights the need to educate children about the benefits and risks 
of using new technology and provides safeguards and awareness for users to enable them to be 
safe when online. The school’s e-safety policy will operate in conjunction with other policies 
including the Child Protection Policy, ‘The Tilery Way’ (Behaviour Policy), the Peer-on-Peer Abuse 
Policy and the Remote Learning Policy and Protocol. 
 
 
The purpose and scope of the policy 
At Tilery Primary School we aim to - 

 Educate pupil about e-safety issues and appropriate behaviours so that they remain safe and 
legal online  

 Help children develop critical thinking skills to reflect and enable them to keep themselves 
safe  

 Keep any personal data and information secure 

 Minimise the risk of handling sensitive information 
 
 
Acceptable Use Policy and E-Safety 
As part of pupils’ IT curriculum Tilery Primary School is providing supervised access to the internet 
including e-mail. Our internet access has a built in filtering system that restricts access to sites 
containing inappropriate content. All our screens including iPads are in public view and normally an 
adult is present to supervise.  No system is perfect, however, and you will be aware that it is not 
possible to remove entirely the risk of finding unsuitable material.  
 
All children and adults at Tilery Primary School must adhere by the Tilery e-safety rules (appendix 
1). The ‘Childnet International’ E-Safety poster should be displayed in sight of all IT and across all 
classrooms. E-Safety displays are to be up in all classes in order to make children aware of the 
rules. 
 
 
Why Is Internet Use Important?  
The purpose of internet use in school is to raise educational standards, to promote pupil 
achievement, to support the professional work of staff and to enhance the school’s management 
information and administration systems.  
  
Internet use is part of the statutory curriculum and a necessary tool for learning. It is an essential 
element in 21st century life for education, business and social interaction.  
 
  
How Does Internet Use Benefit Education?   
Benefits of using the internet in education include:  

 using search engines such as ‘Google’ and ‘Bing’ to access relevant information 

 access to world-wide educational resources including museums, libraries and art galleries  

 access to experts in many fields for pupils and staff  

 professional development for staff through access to national developments, educational    

 materials and effective curriculum practice  

 exchange of curriculum and administration data with the Local Authority  

 access to learning wherever and whenever convenient  

 greatly increased skills in Literacy  

 the use of communicational apps such as email, Microsoft Teams, Zoom, Seesaw, etc. 
  
 



  
How Can Internet Use Enhance Learning?  
The school internet access includes filtering appropriate to the age of our pupils.  

 Children will be taught what internet use is acceptable and what is not and given clear                      
objectives for internet use.  

 Internet access will be planned to enrich and extend learning activities.    

 Staff will guide pupils in online activities that will support learning outcomes planned for the 
pupils’ age and maturity.   

 Pupils will be taught the effective use of the internet in research. 

 Pupils will demonstrate effective use of hand-held devices. 

 To promote and support independent learning.  
  
  
E safety depends on effective practice at a number of levels:  

 responsible IT use by all staff and pupils made explicit through relevant school policies (e.g. 
Acceptable Use Policy, Child Protection Policy, The Tilery Way, Peer-on-Peer Abuse);  

 sound implementation of E-safety policy in both administration and curriculum, including                
secure school network design and use; 

 safe and secure broadband from the provider including the effective management of             
content filtering.  

 annual training for staff, to ensure the safe use of up to date technologies for staff and pupils. 
 
 
Risks To Consider  
Some of the risks children may face include:  

 access to illegal, harmful or inappropriate images or other content; 

 the risk of being subject to grooming by those with whom they make contact on the  
Internet; 

 the risk of being radicalised. 

 the sharing/distribution of personal images without an individual’s consent or knowledge; 

 inappropriate communication/contact with others, including strangers – Cyberbullying; 

 access to unsuitable video/internet games; 

 an inability to evaluate the quality, accuracy and relevance of information on the internet. 

 illegal downloading of music or video files; 

 the potential for excessive use which may impact on the social and emotional development 
and learning of the young person. 

  
  
As with all other risks, it is impossible to eliminate those risks completely. It is therefore essential, 
through good educational provision to build pupils’ resilience to the risks to which they may be 
exposed, so that they have the confidence and skills to face and deal with these risks.  
 
 
 
 
 
 
 
 
 
 
 
 
 



How e-safety is delivered across the curriculum 
A whole school approach to e-safety helps ensure staff, governors and parents are able to teach 
children about staying safe when using internet technologies. It also helps make sure pupils 
themselves know how to behave responsibly online.  
 
Within the ‘Teaching Online Safety in Schools’ document by the DfE there are several questions 
that we must look at when teaching children how to stay safe online: 
 is this website/URL/email fake? How can I tell? 
 what does this cookie do and what information am I sharing? 
 is this person who they say they are? 
 why does someone want me to see this? 
 why does someone want me to send this? 
 why would someone want me to believe this? 
 why does this person want my personal information? 
 what’s behind this post? 
 is this too good to be true? 
 is this fact or opinion? 
 
 
Emails 

 Pupils and staff may only use approved email accounts on the school system   

 Pupils must immediately tell a teacher if they receive offensive messages   

 Pupils must not reveal personal details of themselves or others in email communication, or 
arrange to meet anyone without specific permission   

 Pupils must not access others pupil’s accounts or files  

 Whole class or group email addresses should be used in school   

 Pupils are expected not to use any rude or offensive language in their email communications, 
and contact only people they know or those the teacher has approved.  

 
 
Different Technologies 
IT and technology is an ever expanding world and as a school we must ensure all children and staff 
are up to date with current technologies. Some of the key aspects we must look at are instant 
messaging, chat rooms, social media, mobile phones (including video calling), blogs, podcasts, 
downloads, virtual learning platforms, apps and vlogs. 

 
 
Use of Digital & Video Images 
The development of digital imaging technologies has created significant benefits to learning, 
allowing staff and pupils instant use of images they have recorded themselves or downloaded from 
the internet. However, staff and pupils need to be aware of the risks associated with sharing images 
and posting digital images on the internet. These images may remain available on the internet 
forever and may cause harm or embarrassment to individuals in the short or longer term.   
  
When using digital images, staff should inform and educate pupils about the risks associated with 
the taking, use, sharing, publication and distribution of images. In particular they should recognise 
the risks attached to publishing their own images on the internet, e.g. on social networking sites.   
  
Staff are allowed to take digital/video images to support educational aims, but must ensure that 
these are transferred to the school network on return to school (if from an off-site visit) and before 
the camera/phone is removed from site. Staff are encouraged to use school equipment to take digital 
images but we acknowledge this isn’t always possible.  
  
Any images collected should only be shared, used, published or distributed in a way that is agreed 
by parents, e.g. staff will acknowledge the consent form signed by parents in the school. Images 



published on the school website will be selected carefully and will comply with good practice 
guidance, e.g. full names will only be published with parental consent.  
 
 
Roles and Responsibilities 
 
 
Head teacher 
 Responsible for e-safety issues within the school but may delegate the day-to-day responsibility 

to other members of Teaching Staff. 
 Ensure that developments at Local Authority level are communicated to staff. 
 Ensure that the Governing Body is informed of e-safety issues and policies. 
 Ensure that appropriate funding is allocated to support e-safety activities throughout the school. 
 
 
Governing Body 
 E-Safety will be reviewed as part of the regular review of child protection and health and safety 

policies. 
 Support the head teacher and/or designated IT Lead Teacher in establishing and implementing 

policies, systems and procedures for ensuring a safe IT learning environment. 
 Ensure that appropriate funding is authorised for e-safety solutions, training and other activities 

as recommended by the head teacher and/or designated IT Lead Teacher (as part of the wider 
remit of the Governing Body with regards to school budgets). 

 
 
IT Lead Teacher 
 Contribute to the development of e-safety policies. 
 Ensure all technologies are up to date and functional. 
 Distribute any resources around e-safety to ensure the same message is delivered throughout. 
 Maintain a professional level of conduct in their personal use of technology, both within and 

outside school. 
 
 
Teaching and Support Staff 
 Contribute to the development of e-safety policies. 
 Adhere to acceptable use policies. 
 Take responsibility for the security of data. 
 Develop an awareness of e-safety issues, and how they relate to pupils in their care. 
 Model good practice in using new and emerging technologies. 
 Embed e-safety education in curriculum delivery. 
 Know when and how to escalate e-safety issues. 
 Maintain a professional level of conduct in their personal use of technology, both within & 

outside school. 
 Take responsibility for their professional development in this area. 
 
 
Pupils: 

 Use the school computing systems in accordance with the Tilery E-Safety Rules’ (see appendix 
1) 

 Develop a good understanding of research skills  

 Understand the importance of reporting abuse, misuse or access to inappropriate materials and 
know how to do so. 

 Ensure that they do not bring to school, or attempt to connect to the school network, and 
computing devices which they are not authorised to do so, e.g. mobile phones.  

 Adopt good e-safety practices when using digital technologies in or out of school. 



 
Staff Training 
All staff will be trained on a yearly basis and have the same up to date training content to ensure 
that we as a staff are fully prepared for the ever changing world of technology. Staff will also have 
the opportunity to train in the use of newer technologies such as iPads with the IT Lead Teacher 
delivering training so that all staff can access these facilities safely.  
 
 
Parents/carers information:  
Some parents and carers may have a limited understanding of e-safety risks and issues (and even 
the level of online exposure), yet they play an essential role in the education of their children and 
in the monitoring and regulation of the children’s online experiences. Parents often do not realise 
how often children and young people come across potentially harmful and inappropriate material 
on the internet and are often unsure what to do about it. Tilery Primary School will therefore seek 
to provide information and awareness to parents through:  
 
 Newsletters   
 The School website   
 Facebook 
 
 
Statement on Pupils with SEN 
Pupils with SEN have an increased vulnerability to risk online, especially those with language and 
communication needs, or social communication difficulties. The school follows guidelines from the 
‘Online Safety for Learners with Special Educational Needs and Disabilities (SEND)’ from The 
Education Safeguarding Service, The Education Service (2018 version) document which looks at 
how we as a school can provide a safer internet for those with SEND. 

 

Our aims are to ensure that all pupils, including those with special educational needs: 

 will use the internet and other digital technologies to support, extend and enhance their learning; 
 will develop an understanding of the uses, importance and limitations of the internet and other 

digital technologies in the modern world and giving them the tools to deal with inappropriate 
material and take appropriate actions when necessary; 

 will develop a positive attitude to the internet and develop their IT capability through both 
independent and collaborative working; 

 Will use existing, as well as up and coming, technologies safely. 
 
 
Handling E safety Complaints   

 Complaints of internet misuse will be dealt with by a senior member of staff   

 Any complaint about staff misuse must be referred to the head teacher   

 These will be logged and dealt with as deemed appropriate by the head teacher  

 Complaints of a child protection nature must be dealt with in accordance with school child  
protection and safeguarding procedures   
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